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LUNAR?
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Our IT strategy is designed to fuel
business growth

Technology should accelerate our ability to scale business
opportunities

@ Domain driven design @ Outsource based on domain distillation

@ Event driven design @ Paved Paths engineering
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Speed and control is of the
essence

Balancing speed of change with compliance

Business Safety &

Opportunities control




COMPLIANCE
REQUIREMENTS



DFSA “Executive Order on Management and

Control of Banks”

In Denmark it is specifically the addendum 5 IT-Strategy, IT risk policy
and IT security policy that is in play for Technology

Retsinformation

§ 23: Asset mgmt for critical functions
§ 24: Asset Classification

§ 25: Asset Confidentiality, integrity and availability

(In Danish - sorry but you get the drift)



Why have compliance? - Trust is key

DFSA : “We are working for financial stability and confidence in
financial undertakings and markets”




WAYS OF
WORKING




Building the best product is a team sport

We believe in shared success and a
360 ownership across the business.
Building the best product is a team
sport, where you must secure all
specialised competencies and skills
to win.

Business

custoweyr Techwology

wovrk

Expevrience

cultuvre Credtivity

lv«dustry Knowledae

We believe cross-functional teams on
a shared mission is the way to create
high engagement and performance,
and to beat competition.



Lunar’s application and cloud architecture

consists of +90 domains, supported by +400 microservices...

PRODUCT DOMAINS ENGINEERING DOMAINS SUPPORT DOMAINS
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BUILDING INDUSTRY LEADING ENGINEERING PLATFORM TO
HELP ENGINEERS FOCUS ON SOLVING REAL CUSTOMER PROBLEMS

PRODUCT CENTRIC SQUADS

Focused on delivering customer value

EMPOWER _ Developers Il Security
Engineers *J %

Best in class
standard
security with
easy sign-on

Seamless and Fast feedback Fast time to Lower Self-healing Unified data
" Explore Fast Scale and " . s e
compliant loop and safe market & o engineering application governance &
" Developer Wiki decouple . A .
deployment to fail reuse complexity runtime DS tooling
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v Sane configuration defaults
- HA
- Resource limits
Pave d - Changes to production requires 4 eyed review
v Secure by default
- Least privilege
aths Ieads - Service enforces global branch restriction rules
p - Release-manager ensures only master branch
artifacts in production environments
- Signed commits required
the way v Services are setup for day 2 operations

- Suite of development libraries
- Automatic dependency updates



BACKSTAGE AT
LUNAR,
WHY AND HOW?



MEET SPACY
Developer at Lunar
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PROBLEM
Developers were getting overwhelmed with the amount of
systems and knowledge required to take on the required
ownership.

GOAL

Minimize the cognitive load on developers, and provide
them with clear actionable information.

Ny N



Backstage to the rescue.

Ny N



But first, let’s talk about shuttle

shuttle.yaml

-

P
v

\_

lan: git://../lw-shuttle-go-plan.git
ars:

service: prometheus

squad: odyssey

domain: observability

ingress: true
db: true

k8s:
dev:
env:
log.level: debug

~

shuttle

$ shuttle run build
$ shuttle run push
$ shuttle run generate config

github.com/lunarway/shuttle



Anatomy of a service repository

All go service repositories looks more or less the same.

[TTTTTTTTT

CODEOWNERS
Jenkinsfile
README . md

api

cmd

go .mod
go.sum
internal
renovate. json
shuttle.yaml

Entity
processors

apiVersion: backstage.io/vlalphal
kind: Component
metadata:

name: service

description:

annotations:

lunar.tech/domain: domain

spec:

type: service

owner: squad-A

providesApis:

- service-api




LA N J @ account-block | Overview |Lur X =+

SIS CENN &

LUNAR

Q search

=% Your Squads

Catalog
BE Docs

< APIs

A oncall

[3 pead Letter

@ Reconstitution

7 TechInsights

@ create...

E] Feedback

R settings

»

»

Jcatalog/default/component/account-block

'COMPONENT — SERVICE

account-block

b % @ » 0

Owner Lifecycle
squad-maven  unknown

P

OVERVIEW SECURITY cifco PULL REQUESTS TODOS RELEASES DEAD LETTER
Readme About /7’
VIEW VIEW
SOURCE  TECHDOCS
Account Block
) ) ) ) DESCRIPTION
This service maintains the block status of an account. The service consumes user suspension events, in order to block the accounts 5 P —— block
owned by that user. Furthermore, it exposes an API for setting block codes on individual accounts. This APl is used by Lunar P A g e S S R 0
Employees in Houston CRM in order to block accounts due to FCP and other cases.
OWNER SYSTEM TYPE
Other services downstream consumes the AccountBlockStatusUpdated in order to make business decisions based on the block 5
vt squad-maven account-block service
’ s . . UFECYCLE TAGS
* Account Management consumes the event in order to decide if the account should have interest and/or overdraft interest
disabled. unknown
* Card Management consumes the event in order to decide if cards associated with the account should be blocked.
Terms A
Observability
Term Description
Block code élgl&gacode that can be used by downstream consumer to decide how to respond to the account being
@ ® Sy
::g;r)ension When the user is suspended for some reason. That could for example be due to fraud or security Humio Grafana Tracing
Events Score Cards
Event Description
AccountBlockStatusUpdated Emitted when the account status changes Valid Domain @
Components with valid domains.




»

Solving the needs
Empower developers to do what
they need without requiring them
to use Backstage.

Ny N



Setting up a new service

Setting up a new service required a lot of manual configuration of
e (Github Repository
o  Copyoverfiles
o Configure branch restriction
e Configure Docker Registry
e Setuprelease policies
o F[tc.



®®®  ; CreateaNewComponent|Ter X  +

CEDRCEON @ [create?filters%5Bkind%5D=template&filters%5Buser%5D=all

LUNAR'

Q search
.
Avadilable Templates @ suproRT
&% YourSquads »
Search X
e Qe % Templates
Docs PERSONAL
Starred o
< apis &
‘® oncall LUNAR DESCRIPTION DESCRIPTION DESCRIPTION
Creates a docs repository which is integrated Creates a near empty repository with default Creates an near empty RPA library repository
[ pead Letter into backstage. Lunar files with default Lunar files
© Reconstitution
CATEGORIES
OWNER OWNER OWNER
# Techinsights v ‘ squad-aura squad-aura squad-pioneer
® create... TAGS TAGS TAGS
(w) CHOOSE (@) CHOOSE (w) CHOOSE
DESCRIPTION DESCRIPTION
Creates an near empty RPA process repository DESCRIPTION Create a new Go cli
with default Lunar files
& Feedback Creates an near empty RPA REFramework
process repository with default Lunar files
& settings OWNER
OWHER squad-aura

Service generation using Backstage scaffolder



[create/templates/default/go-service-vostok

Go service with vostok




That was a U
almost to easy! A 5 N




»

Enable DIY

Showcase how developers can
create their own plugins.

Ny N



®®®  ; Reconstitution|AddJob |Lun: X+ .

€S> C O & [reconstitution?env=dev b % @ O P | ‘ !
UNAR'
Q search
E
&% YourSquads » dev ~
= Catalog »
- Add Job
< APIs Receiver * - ‘ Producer * = ADD +
Service to receive events ‘Domain and entit oducing events
‘A oncall ty type producing
rom o ntity IDs vent Names
Dead Letter Fi T Entity ID: Event N
0 = Entity IDs to publish events for Event names to publish events for
econstitution
27 TechInsights
= Filter
@ create... Jobs = Filt X
STATUS ACTIONS RECEIVER PRODUCER CREATED CREATED BY
i rganisation -46: user:default/davidmorc
© COMPLETED insurance e 10/04/2023, 20:46:58 & / o
anisation Eq. user:default/davidmorc
© COMPLETED insurance e hent 10/04/2023,16:58:32 h o
© COMPLETED insurance ganizanon 10/04/2023,13:09:25 L e o
f;rganlsaﬂon] s h
E] Feedback
o Settings P’
L e co i g ) 10/04/2023 13:07:51 userdefault/davidmore an

Reconstitution



ADOPTING
BACKSTAGE




Paved paths leads the way...

Backstage Scaffolder has allowed us to lock down creation of git
repositories in Github.

O:>\/

GitHub =

Every repository is created through Backstage with sane defaults, and everything set up, and
ready to go.

A\\\\

(




What's in the default package?

Github configuration;
- Branch protection onmain branch
- CODEOWNERS - Approval requirement

Cl pipeline with security |— CODEOWNERS —
checksand scanning —————— | — Jenkinsfile
|— README.md

— api
— cmd Initial : P
) — go.mod nitial go-service configuration
AUIDIMEILS U POEIES ©F — go.sum Use shuttle to generate code

dependencies \ |— internal
— renovate.json
L— shuttle.yaml

> Service ownership, default runtime

Configuration of external dependencies configuration for the environments

taken care of.




Critical systems and paths

Rabbit
MO
Consume | Keep as

messages TELED Publish as
dead-lettered

Service —_— —
Handle 0

failed |

Rabb dead-letter
Mo service

Consume
dead-lettered
messages

Provides API for
backstage

® croate.

& Fasdback

@ sottings

o settersmrsscoage X+

Dead-letter

Squads Overvion

dev -

Squad Overview

sauao

essAces




®®®  § squad-aura|Overview|Lunar X  + .

GCRE2 ] [catalog/default/group/squad-aura?filters%5Bkind%5D=component h % @

GROUP — TEAM

AR :
= squad-aura :

Q
OVERVIEW DEAD LETTER pocs TECH INSIGHTS DETAILS ABOUT
=% YourSquads »
= catalog , Dead lettered
messages
B pocs
dev
-
<* APIs
‘A oncal

[ pead Letter l 8

@ Reconstitution

' TechInsights

@ create... Handle now -
Open pullrequests c G
® REVIEW REQUIRED I REVIEW IN PROGRESS & APPROVED
&) Feedback lunar-backstage kaspernissen @ go-events igpemar . lunar-backstage mahlunar &\
Hide on-call in sidebar and router add: add FXRateCurrencyDkk and Patch/1.11.1
o sem"“:m, ATl 1 Penve.. FXRateEurDKk fielts to Created at: 21days ago Last update: 21 days ago

Dead-lettered messages on Squad pages



Gathering insights
and surface

LUNAR’

2% Yoursquads
= catalog
M pocs

progress...
‘& oncall

eeeeeeeeee

Tech-insights helps us surface

eeeeeeeee

information on components by
comparing it against the rest of
the organization.

Tech Insights

‘Components with valid domains.

xxxxx

Description

uuuuuuuuuu

oooooooo

nnnnnnnnnn

oooooooooo

ssssssss

company-it

uuuuuuuuuuuuuu



o000 @ squad-cassini | Tech Insights [ X + -

&« > C O ] Jcatalog/default/Group/squad-cassiniftech-insights/checks/valid-domain?filters%5Bkind%5D=component M % (]

AR. GROUP — TEAM ) . :
Lk squad-cassini * :

Q

OVERVIEW DEAD LETTER pocs TECH INSIGHTS DETAILS ABOUT
<% YourSquads »

N . . .
Catalog » Valid Domain Valid Domain

R pocs Components with valid Components with valid domains.

domains.
< APIs
i Title Valid Domain
R oncall Why The FSA requires Lunar to have all our IT assets classified.
[T peadiettsr 8 30/ What The vars.domain field in shuttle.yaml has a valid value from the catalog domain list

(+]
How Domain docs
@ Reconstitution
Action Click on each button in “ltems to Complete” to set the domain

2 TechInsights
® create...

Items to complete@

GO-1S020022-PAR

Completed ltemse
B Freedback
o Settings

rracclkov-filac—mnl

Providing squad-level action items and progress



Driving adoption...

M Show potential M Critical paths & systems
& Collect feedback & Inner sourcing
¥ Make it fit ¥ Reduce friction

Ny N



USE-CASE:
ASSET

MANAGEMENT &
MORE




Why asset management?

igh

Increase Mitigating Regulator Building
performance risk requirements customer
according to trust and

DFSA satisfaction.

Ny N



Asset modelling overview

We are in Lunar documenting assets on many levels

[ Data Point ] [ Data Point ]

fof T
e
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2
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e

°
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[ Data Table ] [ File Storage ]
i ,+

- uses.

Process

External Service

_ ( T
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”ﬂs%ei Data Point I

v

N
Proviges — 4,_[ Vendor ]—0— has {Contract owner]

"

—/

[Domain Event

[ Apu Schema ]

Sync api
(rest/ grpc) \

AN

N Event Data

= Package
B I Integration I
_— Event

lEvent Data Poin}

Authority Source

D >—e< Github/Shuttle.yaml
(] >+ DMBQ

() =< Github/Backstage
() > HiBob

(] > OneTrust

o<

— %

None or more
More

One or more
None or one

One



Asset modelling overview

We are in Lunar documenting assets on many levels

. Internal Service
‘oe\o"‘%St

D@ uses ——@4
-
=
s
E

\

° Domains
[ vomain ]: et ’{ AGIEE ] .

P@®—uses ————04

bE’longs to .
External Service




Domain as Assets

We have currently chosen our domains as asset classification level

Lunar Backstage

[ Internal \ / External \/ Hardware \

Software Software

[ Owner Squad [ Vendor ] [ Employee ][ COrT$any ]
- U
[ Asset Domain System

Sys

Service
—




Asset classification

Assets are classified as either:

e Tier 1: Mission critical
e  Tier 2: Highly critical
e Tier 3: Non critical

Based on the criticality classification there might
be set different requirements for the asset




000 @ Lunar Catalog | Lunar Backsta: X +

CEORCEON 6

LUNAR’ Lunar Catalog

[catalog?filters%5Bkind%5D=domain&filters%5Buser%5D=all&filters%5Bowners%5D=squad-skylab...

o x @0 %0 @GmD

Q search
.
Domains - CREATE COMPONENT [l 2 JUL10e1:83
a» YourSquads »
PERSONAL
All (2) = Filter X
fgccialog 4 £ Ownec 0
R b NAME TIER AREA COLONY OWNER ACTIONS
ocs % Starrec 0
Card Payments Bankin Transaction squad-
< APIs All processes around the use of a Lunar Card 1 Servicegs Banking s(k:|ylcb B 7 Y
LUNAR to do Payments.
7'\
& oncall All 2 Card Utility 1 Banking Transaction squad- @/
Al utilities around the use of a Lunar Card Services Banking skylab
[D peadLetter
OWNER

Reconstitution

SQUAD...

v
27 Techinsights
® create... TIER
© v
AREA
v
Feedback COLONY
v

e Settings




Incident response

g i @ TRIAGE AND ISSUE RESOLUTION - ~

SQUAD 1

bEC

FINANCIAL
TECHNOLOGIES

ﬂ e tS :; CG I ENGINEER ENGINEER =

9 SQUAD 2

INCIDENT RESOLUTION LIFECYCLE

errofcnc 90) —D—:@?—b—@— . \ ﬁ_’_@@_’_@

humio =
PAGERDUTY API PAGERDUTY ENGINEER ENGINEER ASSESS RESOLVE LEARN

EVENT
RULES J
,O ;i)\ SQUAD 3 <

\ SYNC UPDATES, NOTES ACTIVITY & CHATOPS

At

ENGINEER ENGINEER




Automating controls to ensure continuous compliance

AWS config change Humio & snyk alerts

Humio %% 0z0¢ Humio 4% 171

Actions v Humio Alert Humio Alert

Develop query against authentication database - Click to Open in Humio DEVefer ol aci i READONIY': CRck 9 Opef ik
Env Request IP address
v Rule details [ ear | <ovilles AWS Iteml
Request parameters
Description Trigger type Last successful evaluation Query type <NOVALUE>
Checks whether storage encryption Is enabled for « Oversized configuration changes © March 30, 2022 8:14 AM <NOVALUE AWS account ID

your RDS DB instances. « Configuration changes Database

Config rule ARN séop ot g authentication Event name
e Database host Createlnvaldation

rule/config-rule-bkSgrz <NO VALUE> Event source
Resource types Tinestamp cloudfront.amazor

RDS DBInstance 2022-03-30 06:05:41 Developer email

am:aws:config:eu-west-1:183926245532:config-

che@lunar.app
AWS Region
useeast-1

Parameters Developer
mzc

Key Type Description esterdaya

kmsKeyld string KMS ke ID or ARN used to encrypt the stosrage.

4»; TwilightMoonBeam A% snyk-bot A% 1104

Humio Alert

alet/audit/gthublchanges-to-branch-protectons - Clik o Open n Huio Nlentic ok
v Resources in scope Github - Change to branch protection rule e Vunerabflty in package g

Default branch Artemis organization.
Al 2 main Severity
Changed rule for branch Medium
D Type Status Annotation Compliance main Issue ID

Improper Input Validation

Timestamp
2022-11-14T11:10:52.082Z
crypto-r RDS DBInstance © compliant Action

production-rds. RDS DBInstance © Compliant

created
lunar-openbanking- RDS DBInstance © compliant

Repository Affected projects:
Lo D3 DBinstance © Complant lunar-feature-togeles-framework-los lunar-way-credit-application-flow-service:go.mod
auth RDS DBInstance © compliant User Package version: 0.3.7

MadsBogeskov

. Fixmanualy orgnore




NEXT STEPS




What do we have today?

Catalog: software asset management

Techdocs: keeping docs together with the code and dynamically updated
Scaffolder: make it easy to create new services

Catalog-graph: graphing the software catalog

Pagerduty: trigger on-call schedules

Reconstitution: resend events

Dead Letter: handle events that failed

Tech-insights: provide progress on squad and company level

Ny N



apiVersion: backstage.io/vlalphal
kind: API
metadata:
name: service
description:
relations:

- type: apiProvidedBy
targetRef: component:default/service
target:

kind: component
name: service
spec:

type: asyncapi

owner: squad-maven

definition: |
{
"type": "record",
"namespace":
"i tionevents. ing.user",
"name": "userCreated",
"fields": [
{ "name": "Name","type": "string" },
{ "name": "Street","type": "string" },
1
}

Service B
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®

-

=
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®

g
\ S
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Data Resources and PII D

Domain
(e.g. Domain models,
metrics, KPls, business
purpose)

Types
openapi
asyncapi
graphql

grpc

System
Collection of entities
that cooperate to
perform some function

partOf

)

ata

Resource

PGI’tOf (e.g. SOL Database, S3

providesAPI

(e.g. backend service,
data pipeline ...)

API
(e.g. OpenAPI, gRPC,
API, Avro, Dataset,

consumesAPI

bucket, ...)

depends
On

Component

A/

Ly S

s3-bucket

service

\

oo oo e =,

website




Data Resources and Pll Data

Domain
(e.g. Domain models,
metrics, KPls, business
purpose)

Types
openapi
asyncapi
graphql

grpc

System
Collection of entities
that cooperate to
perform some function

partOf

v

Resource

(e.g. SQL Database, S3
bucket, ...)

partOf

depends
On

v/

Component ]

A/

Ly S

\

s3-bucket

service

(e.g. backend service,
data pipeline ...)

providesAPI

API
(e.g. OpenAPI, gRPC,
API, Avro, Dataset,

consumesAPI

oo oo e =,

website




Key takeaways

e Business value perspective
o T2M-No friction
o Engineers can focus on creating customer value
o Compliance through automation
e Tech perspective
o Reducing cognitive load results in happier developers
o Paved paths and sane defaults, ensure developers can focus on creating
customer value
o Backstage for everyone




THANK YOU
¥

Brian Nielsen
¥ @briannielsen76

Kasper Nissen
¥ @phennex






